[Tpuka3z ®Cb Poccun ot 10 nrosa 2014 N378
"O06 ytBepxkaeHnn CocTaBa U CoAepKaHUS OPTaHU3AIMOHHBIX M TEXHUUYECKUX MeP M0 00eCTICYCHHIO
0€3011aCHOCTH MEePCOHAIBHBIX JIAHHBIX MPU UX 00pabOTKe B MHPOPMAIIMOHHBIX CHCTEMaX MEPCOHAIBHBIX
JAHHBIX C UCMIOJIB30BAaHUEM CPEICTB KpUNTorpaduueckoil 3amuThl HHHOPMAITUU, HEOOXOTUMBIX IS
BBINIOJIHEHUS ycTaHOBJIeHHbIX [IpaBuTensctBoM Poccuiickoit @enepanyu TpeOOBaHUI K 3aIUTE
MEPCOHANBHBIX JaHHBIX JUISI KQK0TO U3 YPOBHEH 3alIUIIEHHOCTH"

B coorBerctBum ¢ yacteio 4 craren 19 denepanpHoro 3akona ot 27 utons 2006 . N 152-03 "O
NEPCOHAIIBLHBIX JAHHBIX"* MPUKa3bIBAIO

yTBEepAUTh Npunaraemble COCTaB U COJEpKaHUE OPraHU3ALMOHHBIX M TEXHUYECKHX Mep IO
obecriedeHnIo 0e30MacHOCTH MEPCOHATBHBIX JTAaHHBIX NMPH UX 00paboTke B MH(OPMAIIMOHHBIX CHCTEMax
MEePCOHANbHBIX JAHHBIX C MCIIOJIb30BAaHUEM CPEICTB Kpunrorpaguueckoil 3ammTsl HHGOpMaLuy,
HEOOXOIMMBIX JUIS BBIMOJIHEHUS ycTaHoBIeHHbIX [IpaButensctBoM Poccuiickoit @enepanuu TpedoBanmii K
3aIMTE TEPCOHAIBHBIX JAHHBIX I KaKJ0T0 U3 YPOBHEH 3aIMIEHHOCTH.

Hupexrop A.bopTHUKOB

3apeructpupoBano B Muntocte PO 18 aBrycra 2014 1.
Perucrpanuonnsiii N 33620

* CobOpanue 3akoHonarenbctBa Poccuiickoit @eneparuu, 2006, N 31 (u. I), ct. 3451; 2009, N 48,
ct. 5716, N 52 (u. 1), ct. 6439; 2010, N 27, ct. 3407; N 31, ct. 4173, ct. 4196; N 49, ct. 6409; N 52 (u. 1),
cT. 6974; 2011, N 23, ct. 3263; N 31, ct. 4701; 2013, N 14, ct. 1651; N 30 (u. 1), ct. 4038.

IIpunoxenue

K npukazy deaepaabHoil
cayx0b1 0e3onacHoctu PO
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Cocras u conep:xanmue
OPraHM3aUMOHHBIX U TEXHUYECKHX Mep 110 o0ecredyeHUuI0 0e30IaCHOCTH MePCOHANbHBIX TaHHBIX NIPH
X 00padoTKe B HH(POPMALMOHHBIX CHCTEMAX MEPCOHATbHBIX JAHHBIX C HCNOJIb30BAHUEM CPEICTB
Kpunrorpadguyeckoi 3auThl HHGOPMaAIIUU, HEOOXOAMMBbIX VISl BINOJIHEHNSI YCTAHOBJIEHHbIX
[IpaBureascTtBom Poccuiickoii Menepannu TpedGOBaAHNH K 321N TE NEPCOHATBHBIX TAHHBIX 151
KAK/A0I0 U3 YPOBHEH 3alllUIIIEHHOCTH

1. O01mue noJio:keHUus

1. Hacrosmmii JOKyMEHT ONpeneNsieT COCTaB M COAEp)KaHUE OPraHM3aLMOHHBIX U TEXHHYECKUX
Mep Mo 00eCnevYeHHI0 Oe30MaCHOCTH MEePCOHATBHBIX MAaHHBIX MPH WX 00paboTke B MH(POPMAIMOHHBIX
cucTeMax IepCOHANBHBIX JAaHHBIX (najnee - MH(POpPMALMOHHAs CHUCTEMa) C HCIOJIb30BAaHHEM CPENCTB
kpunrorpaduueckort  3anmuthl  uHGopMmanuu (gamee - CK3U), HeoOXOmMMBIX JUIsi  BBITTOJHEHHS
ycraHoBieHHbIX [IpaButensctBom Poccniickoit @enepanun TpeOoBaHMil K 3aIIMTE IEPCOHAIBHBIX TAHHBIX
JUTS K&KIOTO U3 YPOBHEH 3aIIUIIEHHOCTH.

2. Hacrosiiuii TOKyMeHT IpeaHa3Ha4yeH A7 onepaTopoB, ucnoib3ytonmx CK3U s obecnieueHus
0€301aCHOCTH MIEPCOHAIIBHBIX JJAHHBIX MPU UX 00paboTKe B MH(OOPMAITMOHHBIX CHCTEMAaX.
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3. [IpuMeHeHre OpraHU3alMOHHBIX U TEXHUYECKUX MEp, ONPEIEICHHBIX B HACTOSIIEM JOKYMEHTE,
obecrieunBaeT Oneparop ¢ y4eToM TpeOOBaHMI IKCIUTyaTallMOHHBIX JokyMeHTOoB Ha CK3U, ucnonbsizyembie
s obecrieueHUsT 0e30MacHOCTH TEPCOHANBHBIX JAHHBIX MpU HMX 00paboTke B HMH(MOPMAIMOHHBIX
CUCTEMaXx.

4. Oxcnryaranus CK3U nomkHa OCyLIECTBISATHCS B COOTBETCTBUM ¢ AoKymeHTauuend Ha CK3U u
TpeOOBaHUSIMU, YCTAHOBJIEHHBIMM B HACTOSIIIEM JIOKYMEHTE, a TakXe B COOTBETCTBHUM C WHBIMU
HOPMAaTHUBHBIMH ITPABOBBIMU aKTaMHM, PETYIUPYIOIIMMHI OTHOIIEHHUS B COOTBETCTBYIOIIEH 001aCTH.

I1. CocTaB u conepkaHue OPraHU3alMOHHBIX M TEXHUYECKHUX MepP, He00X0IUMBbIX /I
BBINOJIHEHHs ycTaHOBJIeHHbIX [IpaBuTenncTtBoM Poccniickoii @egepanun TpedOBaHUI K 3a1IUTe
MEePCOHAIBbHBIX JIAHHBIX I 4 YPOBHS 3allIUIIEHHOCTH

5. B coorBerctBuM ¢ nyHktoM 13 TpeOoBaHMii K 3allMTe MEPCOHAIBHBIX JAHHBIX HpPU HUX
00paboTke B WH(MOPMALNMOHHBIX CHUCTEMaX IEPCOHAIBHBIX JaHHBIX, YTBEPKIACHHBIX ITOCTAHOBICHHEM
ITpaBurensctBa Poccuiickoit @enepaunu ot 1 HosOps 2012 . N 1119* (manee - TpeGoBanus K 3amute
MIEPCOHATIFHBIX JaHHBIX), UIS oOecrieueHust 4 YPOBHS 3alIWIICHHOCTH MEPCOHAIBHBIX NAHHBIX MPH HX
00paboTke B MH(POPMAIIMOHHBIX CHCTEMaX HEOOXOUMO BHITIOTHEHHE CIESIYIOMINX TPEOOBAHMIA:

a) opraHuzanus pexuma oOecreueHuss O€30MacHOCTH TMOMENIEHUH, B KOTOPBIX pa3MeIlieHa
MH(POPMALIMOHHAS CUCTEMA, MPENSATCTBYIOIIET0 BO3MOXKHOCTU HEKOHTPOIUPYEMOro NMPOHUKHOBEHUS WM
npeOBIBAaHMS B ATHX MOMEIIECHHSX JIUI], HE MMEIOIIHX TpaBa JOCTYIa B 3TH IOMEIICHHUS,

0) obecrieueHne COXpaHHOCTU HOCUTEIEH MePCOHAIBHBIX TAaHHBIX;

B) YTBEpPXKICHHUE PYKOBOJUTENIEM OIepaTopa JOKyMEHTa, ONPEIEISIONIero nepeyeHb JIUL, JOCTYI
KOTOPBIX K TMEPCOHATBHBIM JaHHBIM, 00padaThiBaeMbIM B MH(OPMAIMOHHOW CHCTEME, HEOOXOMUM IS
BBITIOJTHEHUSI UMHU CITYKE€OHBIX (TPYIOBbIX) 00sI3aHHOCTENH;

I') UCIIOJIb30BaHUE CPEJICTB 3aIUTHl MH(OpMAIMHY, MPOLIEAIINX MPOLETYPY OLEHKH COOTBETCTBUS
TpeboBaHUSIM 3akoHoaarenabcTBa Poccuiickoit @Denepanuu B o0macTu  oOecriedeHUs: 0€30MacHOCTH
uHpOpPMaLIUH, B ClTyyae, KOTa MPUMEHEHUE TaKuX CPEJICTB HEOOXOUMO Uil HEUTpaIu3aluu aKTyalbHbIX
yIpos.

6. [lns BeIMoHEHUs: TpeOOBAHMUS, YKa3aHHOTO B TOANYHKTE "a" MyHKTa 5 HACTOSILEro JOKyMEHTa,
HeoOXoquMo  o0eclieueHHe  peXxuma,  MPersTCTBYIOUIEr0o  BO3MOXKHOCTH  HEKOHTPOJIUPYEMOIO
NIPOHUKHOBEHUS] WU TpeObIBaHMSA B IOMEMLICHUAX, IAe pasmemnieHsl ucnonbdyembie CK3U, xpansarcs
CK3U u (unm) HOCUTENHU KIIIOYEBOM, ayTeHTHUUIMpyomed u naponbHoit nHdopmanuu CK3U (nanee -
[Tomerienus), 1L, He UMEIOIIUX MpaBa AocTyna B [ToMerieHus, KOTopoe JOCTUTACTCS My TeM:

a) ocHamieHus [TomenieHuii BXOQHBIME ABEPHMH C 3aMKaMH, 00€CIIEYCHHUS TOCTOSTHHOTO 3aKPBITHS
nsepeit [lomenieHuit Ha 3aMOK M HX OTKPBITUS TOJBKO JUI CAHKIIMOHHUPOBAHHOTO MPOXOJa, a TaKkKe
ornevarbiBaHusi [lomemennit 1o okoH4YaHMM pabodero JHS WM oOopyaoBanue IlomeneHwuit
COOTBETCTBYIOIIMMHU TEXHUYECKHMMHU YCTPOWCTBAMH, CHUTHAIM3UPYIOIMMH O HECAHKIIMOHUPOBAHHOM
BCKpbITUU [loMeennii;

0) yTBepxaeHus mnpaBwi goctyna B Ilomemienust B pabodyee u Hepabouee BpeMs, a TaKkKe B
HEIITAaTHBIX CHTYaIUsX;

B) YTBEPXK/ICHUS MEPEUHs JIULI, UMEIOIUX MpaBo noctyna B [lomemenus.

7. 1ns BoImOSHEHMs TpeOOBaHMsI, YKa3aHHOIO B MOAyHKTe "0" MyHKTa 5 HaCTOSAIEro JOKYMEHTa,
HEOOXOAUMO:

a) OCYIIECTBIIATh XpaHEHUE CHEMHBIX MAalIMHHBIX HOCHTEJECH NMEepCOHAJBHBIX JaHHBIX B ceidax
(Meranmuueckux Imkagax), o0OpyIOBaHHBIX BHYTPEHHHUMM 3aMKaMHU C JByMs WM Oosee JyOiauKaTaMu
KITIOUEH M MTPHUCIIOCOOJICHHUSMU JIJISl OTIeUaThIBAHUS 3aMOYHBIX CKBAYKHH WJIM KOJIOBBIMHU 3aMKaMHu. B ciydae
€CJIM Ha Ch€MHOM MAIIMHHOM HOCHTEJNE NEPCOHAIBHBIX JaHHBIX XPAHATCS TOJBKO MEPCOHAIbHbIC TaHHbIE
B 3amudpoBanHoM ¢ ucnonb3zoBanueMm CK3U Buze, nomyckaercs XpaHeHUE TaKuX HOCUTENeH BHE ceiloB
(MeTamrueckux mkagon);
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0) OCyIIECTBIATh MOIK3EMIUIAPHBIN YUET MAIIMHHBIX HOCUTENIEH NePCOHAIbHBIX JAHHBIX, KOTOPBIN
JIOCTUraeTCsl MyTeM BEICHHs >KypHajla yuyeTa HOCHUTENeH MEepCOHANbHBIX JIaHHBIX C HCIOJIb30BaHHEM
PErUCTPAIIMOHHBIX (3aBOJICKMX) HOMEPOB.

8. [lns BbImonHeHUs TpeOOBaHMsI, YKa3aHHOIO B MO/AMyHKTE "B" IMyHKTa 5 HaCTOAIIETO JOKYMEHTA,
HEOOXOAUMO:

a) paspaboTrarb U YTBEpIUTH JOKYMEHT, OINpPEAEISIOLUIUI IMepeueHb JIUL, JOCTYNl KOTOPBIX K
NEePCOHAJILHBIM JaHHBIM, 00palbaTbiBaeMbIM B MH(GOPMALIMOHHOW cHcTeMe, HEOOXOAMM JUIsl BHITOJTHEHHUS
HMHU CITy>K€OHBIX (TPYIOBBIX) 00s3aHHOCTEH;

0) mojsep>KUBaTh B AKTyaJbHOM COCTOSIHUM JIOKYMEHT, OINpPENCINSIOUINNA MepedyeHb JHIl, AOCTYI
KOTOPBIX K MEPCOHAIbHBIM JaHHBIM, 00pabarbiBaeMbIM B MH(POPMAILMOHHOW cHCTeMe, HeOOXOIuM IS
BBITOJIHEHHSI UMU CITYKEeOHBIX (TPYIOBBIX) 00513aHHOCTEH.

9. Jlns BbINIOTHEHUS] TpeOOBaHUS, YKA3aHHOTO B MOJNYHKTE "I MyHKTa 5 HACTOAILIETO JOKYMEHTA,
HEOOXOIMMO JUISl KaKJOr0 M3 YPOBHEH 3allMIIEHHOCTH MEPCOHANbHBIX JAaHHBIX mnpumenenue CK3U
COOTBETCTBYIOLIETO Kjacca, MO3BOJSIOMIMX obOecrneynBarh O€30MacHOCTh MEPCOHANIBHBIX JAHHBIX MPU
peayiM3aliuy I1eJIeHANPaBICHHbIX JCUCTBUI C MCIOJIB30BAHUEM allapaTHbIX W (MJIM) MPOrPaMMHBIX
CPEICTB ¢ 1ebI0 HapyeHus 6ezonacHocTy 3amuiiaeMbix CK3U nepcoHanbHBIX JaHHBIX WM CO3JIaHUS
YCIIOBUH JJIS 3TOTO (Jajiee - araka), KOTOpoe JOCTUTACTCS My TeM:

a) TONy4YeHHMs] MCXOAHBIX J@HHBIX UId (OPMHPOBAHMSI COBOKYMHOCTH MPEINONOXKEHUH O
BO3MOXXHOCTSX, KOTOPbIE MOTYT HCIOJb30BaThbCs MPH CO3JAaHMU CIIOCOOOB, MOJATOTOBKE M MPOBEACHUU
arak;

0) bopmMupoBaHUs U YTBEPKICHHS PYKOBOAMUTENIEM OIlepaTropa COBOKYITHOCTHU MPENOIOKEHUNH O
BO3MOXKHOCTSIX, KOTOpbIE MOTYT HCIOJb30BaThbCA MPU CO3JAHUHM CHOCOOOB, MOATOTOBKE W TNPOBEIECHUU
aTak, ¥ ONpezesieHHe Ha 3TOH OCHOBE U C yU€TOM TUIIa aKTyaJIbHBIX yrpo3 Tpedyemoro kiacca CK3U;

B) MCMOJIb30BaHUA i o0OecrieueHrs TpeOyeMoro ypoBHS 3alIMIIEHHOCTH MEePCOHATbHBIX JaHHBIX
npu ux oopaborke B nnpopmannonnoit cucreme CK3U kinacca KC1 u Boite.

10. CK3U xmacca KC1 mnpumeHsroTCs Uisi HEHUTpaiM3aliy aTak, MPU CO3JaHUU CIIOCOOOB,
MIOJrOTOBKE U MPOBEAECHNN KOTOPBIX UCIONb3YIOTCS BOBMOKHOCTH U3 UNCIIA CIIELYOIMX:

a) CO3/1aHME CTIOCOOOB, TIOATOTOBKA M MPOBEJEHNE aTak 0e3 MPUBJICYCHHS CIICIIUATMCTOB B 00IaCTH
paspabotku u ananuza CK3U;

0) co3maHue crocoO0B, MOATOTOBKA U MPOBEJEHNE aTaK Ha Pa3IMUHbIX dTarax >KU3HEHHOTO MK
CK3U1**;

B) IPOBEJCHME aTakd, HaXOAsCh BHE MPOCTPAHCTBA, B Npeiesiax KOTOPOro OCYIIECTBIISETCS
KOHTPOJIb 3a MPeObIBAHUEM U ACUCTBUSAMM JIUI] ¥ (UJIM) TPAHCIIOPTHBIX CPEICTB (Jaee - KOHTPOIupyeMas
30Ha)™**;

I) TpoBeJeHME Ha JdTamax pa3paboTku  (MOJAEpHHU3AIMH), TPOU3BOJCTBA, XPaHEHUS,
tpancnoptupoBku CK3U u stane BBoaa B skcrutyaranuio CK3U (mmyckoHanaouHbie paboThl) CIEAYOIIUX
arak:

BHECEHHE HECAHKIMOHHUPOBAaHHbIX M3MeHeHui B CK3U u (unm) B KOMIIOHEHTHI ammapaTHbIX U
IPOTPaAaMMHBIX CPEJICTB, COBMECTHO C KOTOpbIMH IITaTHO (pyHKIHOHHPYIOT CK3M u B COBOKYNHOCTH
npeacrasisitonue cpeny ¢yakuuonupoBanusi CK3U (manee - C®D), koTophie CIIOCOOHBI MOBIHATH HA
BbInosiHeHne mnpeabspiasieMblx kK CK3U TpeGoBanmii, B TOM 4YHCI€ C HCHOIb30BAHHEM BPEIOHOCHBIX
MIPOrpaMM;

BHECEHHE HECAHKIIMOHUPOBAaHHBIX U3MEHEHUH B JokyMeHTanuto Ha CK3U u komnonenTsr CD;

1) IpoBeJieHNe aTak Ha stare sKkcrutyarauun CK3U na:

[IEPCOHAJIbHBIE IaHHBIE;

KIJIFOYEBYI0, Ay TEHTU(UIIUPYIONIYIO U mmapoibHyt0 nHpopmanuto CK3U;

nporpammubie KoMnoHeHTsl CK3U;

anmnapartHbeie komnoHeHTbl CK3U;

nporpamMMmHbie komnoHneHTsl CD, Bkitouas nmporpamMmmHoe obecnedenue BIOS;

anmapaTrHble KOMIOHEHThI CD;



JJaHHbIE, IEPEIaBAEMBbIE 110 KaHAJIaM CBSI3H;

MHbIE OOBEKTHI, KOTOPbIE YCTAHOBIIEHBI MPH (POPMHUPOBAHMU COBOKYIHOCTH MPEINOIOKEHUHA O
BO3MOXXHOCTSIX, KOTOPBbIE MOT'YT MCIIOJIb30BAThHCS MPH CO3/1aHUU CIIOCOOOB, IOATOTOBKE U MPOBEACHUH aTaK
C y4eTOM NpPUMEHSEMBIX B HH(OPMAIMOHHON cucTteMe WH(GOPMAIMOHHBIX TEXHOJIOTHH, amnmapaTHbIX
cpencts (manee - AC) u mporpammHoro obecrnedenus (manee - [10);

€) MOJlyuYeHUEe M3 HAXOAAIIUXCS B CBOOOJHOM JOCTYNE MCTOUYHHUKOB (BKJIIOYash MH(DOPMALMOHHO-
TEJIEKOMMYHUKALIMOHHBIE CETH, JIOCTYIl K KOTOPBIM HE OIPaHUYEH ONPEIEIIEHHBIM KPYIOM JIML, B TOM
quciie ”HPOPMAIIMOHHO-TEIEKOMMYHUKAIMOHHYI0 ceTh "MHTepHeT") nndopmannn 06 nHboOpMamoHHON
cucreme, B kotopoit ucnonb3yercss CK3U. Ipu 3ToM MoxeT ObITh OTy4eHa Clieaytomias HHPOopMaIus:

oOmue cBeneHuss 00 MHPOPMAIMOHHOW cucTeMme, B KoTopoil ucnoibsdyercss CK3U (Ha3zHaueHwue,
COCTaB, OIEepaTop, OOBEKTHI, B KOTOPBIX pa3MeIeHbl pecypchl HHPOPMAITMOHHON CHCTEMBI);

cBefieHUsT 00 WHGOPMAIMOHHBIX TEXHONOTHIX, 0Oazax naHHbiX, AC, I[IO, wucmomp3yembiX B
uHpopMaimonHoi cucremMe coBMmectHo ¢ CK3U, 3a uckiroueHueM CBEIEHUM, CONEPIKAIIUXCS TOJIBKO B
KOHCTPYKTOPCKOM JOKyMEHTalluM Ha WH(OpPMAalMOHHbIE TexHoioruu, ©0a3el aanHblx, AC, I10,
UCTONb3yeMble B HHPOpMAIIMOHHOM cucteme coBmectHO ¢ CK3U;

CoJIep>KaHNe KOHCTPYKTOPCKOM TokymeHTauuu Ha CK3U;

coziep)KaHUe HaxonsUIelcss B CBOOOIHOM JIOCTYIIE JOKYMEHTAllMHM Ha anmapaTHble ¥ IpOorpaMMHbIe
kommioHeHTHI CK3U n CO;

o01ue CBeeHH O 3alUIacMoi HH(opMaIy, UCTIONb3yeMoii B iporiecce skcmryaraunu CK3U;

CBEJICHUS O KaHaJlaXx CBS3H, IO KOTOPBIM nepenarorca 3amuinaembie CK3U nepcoHanbHble TaHHBIE
(manee - KkaHaj CBSI3H);

BCE BO3MOJKHBIE JJaHHbIE, TIepejaBaeMble B OTKPHITOM BUJIE 110 KaHaJIaM CBSA3H, HE 3alUIIEHHBIM OT
HECAHKIIMOHUPOBAHHOTO JAOCTYIA K MH(OpMAIIMKU OPraHU3allMOHHBIMU M TEXHUYECKHUMU MepamH;

CBeleHHs 000 BceX TMPOSBISIOIIMXCA B  KaHallaXx  CBA3M, HE  3alllMIICHHBIX  OT
HECAHKIIMOHUPOBAHHOIO JOCTyHna K WH(POPMALMU OPraHU3aLMOHHBIMM M TEXHUYECKMMHU MEpaMH,
HapyueHusax npasui skciuryaranun CK3U u CO;

cBeleHMst 000 BceX  MPOSBISIOUIMXCS B KaHalaX  CBS3M, HE  3allUIIEHHBIX  OT
HECAaHKIIMOHUPOBAHHOTO JIOCTyna K HH(OpPMAalKUKM OpPraHU3allMOHHBIMM W TEXHUYECKUMHU Mepamu,
HEHUCIIPaBHOCTAX U c00sx anmnapaTHbix komnoHeHToB CK3U u CO;

CBE/ICHHUS, TOJIy4aeMble B pe3yJbTare aHajiu3a JIObIX CUTHAJOB OT alllapaTHbIX KOMIIOHEHTOB
CK3U u CP;

) IPUMEHEHHE:

HaXOASIIUXCS B CBOOOTHOM JIOCTYIIE MJIM UCTIOJIB3YEeMbIX 32 IpeieiaMyu KOHTponupyeMoit 30H61 AC
u 10, Bknrouas anmaparssie U nporpammublie KoMmoHeHTsl CK3U u CO;

cneuuanbHo pazpadoranusix AC u I10;

3) UCIIOJIb30BAaHUE Ha ATare SKCIUTyaTallMd B KaueCTBE Cpe/ibl EpeHoca OT cyObeKTa K 00beKTy (0T
00beKTa K CyOBbEKTY) aTaku JeHCTBUM, OCYIIECTBIISIEMbIX IPU OATOTOBKE H (MJIM) MIPOBEICHUH aTaKu:

KaHaJiOB CBSI3M, HE 3alllMIICHHBIX OT HECAHKIMOHUPOBAaHHOIO JoCTyna K HH(popMauuu
OpPraHMU3allMOHHBIMH U TEXHUYECKUMU MEPAMU;

KaHaJIOB paclpOCTPaHEHUs CUTHAJIOB, conpoBokaaromux ¢pyHkiuonuposanue CK3U u CO;

M) TPOBEACHUE HA HJTale SKCIUIyaTallMM aTaku W3 HH(POPMALMOHHO-TEIEKOMMYHHUKAIIMOHHBIX
ceTeil, TOCTyl K KOTOPhIM HE OTpaHUYEH OIpPe/IeICHHBIM KPYToM JIUL, €CJId HH(OPMAIIMOHHbIE CUCTEMBI, B
KkoTOpbIX ucnonb3ytoTcst CK3U, nuMeroT BbIXOA B 3TH CETH;

K) UCHOJb30BAHME HA 3Tale dKCIUTyaTallMM HaXOJSIIMXCS 3a IMpeieaMu KOHTPOJIUPYEeMOW 30HbI
AC u IO u3 cocraBa cpeACTB MH(POPMAIIMOHHONW CHUCTEMBbI, PUMEHSIEMBIX HAa MECTaxX 3KCIUTyaTallluH
CK3WU (nanee - mraTHbIe CPEACTBA).

11. CK3U xnacca KC2 mnpuMmeHstoTCS A7 HEUTpadu3alMM aTak, MpH CO3JaHUM CIIOCOOOB,
MOJITOTOBKE U MIPOBEACHUH KOTOPBIX MCIOIB3YIOTCS BOZMOKHOCTH U3 YKCIA NEPEYUCIEHHBIX B mmyHKTe 10
HACTOSLIET0 JOKYMEHTA U HE MEHEE OIHOM U3 CIEAYIOLUX JOMOJIHUTENBHBIX BO3MOXKHOCTEH:

a) MPOBEJICHUE aTaKU MIPU HAXOXKJIECHUH B MpeiesaX KOHTPOIUPYEMON 30HbI;



0) npoBeneHue arak Ha 3tane skcruryaraiuu CK3U Ha crenyronme oObeKThI:

nokymentanuio Ha CK3U u komnionenTsr CO;

ITomemienusi, B KOTOPBIX HAXOIUTCS COBOKYIIHOCTb IPOIPAMMHBIX M TEXHHYECKUX 3JIEMEHTOB
cUCTeM OOpabOTKH JaHHBIX, CHOCOOHBIX (DYHKIIMOHHPOBATH CAaMOCTOSITEIbBHO WJIM B COCTaBe JAPYTHX
cucreM (nanee - CBT), na koropeix peanuzoBansl CK3U u CO;

B) MOJy4YeHHE B paMKaxX MpPEJOCTAaBIEHHBIX MOJIHOMOYMI, a Takke B pe3ynbTare HaOMoieHUun
cienyromei nHbopMaIuu:

CBeICHUH O (u3MUecKuX Mepax 3allUThl OOBEKTOB, B KOTOPHIX pa3MEUIEHbl PEeCYpChl
MH(POPMALIMOHHOM CUCTEMBI;

CBEICHUN O Mepax IO 00EeCHeYeHUI0 KOHTPOIUPYEMOH 30HBI OOBEKTOB, B KOTOPBIX pa3MELICHBI
pecypcbl HH(POPMALIMOHHOM CUCTEMBI,

CBEJICHUI O Mepax Mo pasrpaHndeHuro goctyna B [lomemenus, B kotopeix Haxomsatca CBT, Ha
koTopbIx peannzoBansl CK3U u CO;

I) HCIOJb30BaHME IUTAaTHBIX CPEJICTB, OrPAaHUYEHHOE MEpaMM, pPEaM30BaHHBIMU B
MHPOPMALIMOHHON cucteme, B kotopoi ucnonbdyercs CK3U, u HampaBieHHBIMH Ha MPEIOTBPALCHUE U
MIPECEYEHNE HECAHKIIMOHUPOBAHHBIX JIEUCTBUM.

12. CK3UM knacca KC3 mnpumenstorcs A HEWTpalu3allMd aTak, NPH CO3JaHUU CIIOCOOOB,
MOJITOTOBKE U MPOBEACHUU KOTOPBIX UCIIOIB3YIOTCS BO3SMOKHOCTH U3 YHUCIIAa IEPEYUCIEHHBIX B IyHKTax 10
n |1 HacToAIIEr0O TOKYMEHTA U HE MEHEE OHOMU U3 CIEAYIOIINX JIONOIHUTEIbHBIX BO3MOXHOCTEH!

a) pusuueckuii noctyn k CBT, Ha xotopsix peanuzoBansl CK3U u CO;

0) BO3MOXXHOCTbH pacnonarars anmnaparisiMu komnoneHTamu CK3U u CO®, orpannueHHast Mepami,
peann30BaHHBIMU B MH(GOPMAIIMOHHON cucTteMe, B KoTopo ucnoibidyercs CK3U, u HanpaBieHHbIMH Ha
IIPEIOTBPALLCHUE U NIPECEUEHNE HECAHKIIMOHUPOBAHHBIX ACUCTBUM.

13. CK3U xmacca KB mnpuMmeHstoTcss ajis HEWTpaidu3allud aTak, MpHU CO3JaHUU CIIOCOOOB,
MIOJrOTOBKE U NIPOBEACHUH KOTOPBIX UCIIOIB3YIOTCS BO3SMOXKHOCTHU U3 YUCJIA IEPEUUCIEHHBIX B ITyHKTax 10
- 12 HacTosAImEero JOKyMEHTa U HE MEHEe OJTHOM U3 CIEAYIOIINX JOMOJIHUTEIbHBIX BO3MOXHOCTEN:

a) co3aHue crnoco0oB, MOArOTOBKA M MPOBEJCHNUE aTaK C MPUBJICYEHUEM CIICIUAINCTOB B 001aCTH
aHaJM3a CUTHAJIOB, conpoBoxaaronux GpyHkiuonupoanne CK3U u CD, u B 0611acTH UCTIOIB30BAHUS IS
peasin3alum aTak HeJJOKYMEHTUPOBAHHBIX (HEACKIapUPOBaHHbBIX) BO3MOXKHOCTEH npuknagHoro [10;

6) npoBezaenue nadopatopHbix uccienoBanuit CK3M, ucnoiab3yeMbIX BHE KOHTPOIMPYEMOIl 30HBI,
OrpaHUYEHHOE MEPaMH, PeaTM30BaHHBIMU B MH(OPMAIIMOHHOH cucTeme, B KoTopoil ucnonsiyercs CK3U,
Y HalpaBJIeHHbIMU Ha MPEIOTBpALICHUE U IPeceyeHNe HECAaHKIIMOHUPOBAHHBIX JCHCTBHIA;

B) NpOBeJCHHE PAa0OT MO CO3JAaHHMIO CIIOCOOOB M CPEACTB aTak B HAyYHO-HCCIEIOBATEIBCKUX
LEHTpax, ClenuaIu3upyrommxcs B obnactu paszpaborkn u aHamuza CK3U u CO, B ToM umcne c
HCIIOJB30BAaHUEM MCXOAHBIX TekcToB Bxomsauiero B C® mnpuxiagHoro IIO, HenocpeacTBeHHO
HCIIOJIB3YIOIIETO BbI30BBI MporpaMMHBIX GyHKimi CK3U.

14. CK3U knacca KA mnpumeHsIOTCS Ais HEHTpanu3aludu aTak, NpU CO3JAaHUHM CIOCOOOB,
MOJITOTOBKE U MPOBEJACHUH KOTOPHIX UCIIOJIB3YIOTCSI BO3MOXKHOCTH U3 YUCIIA MTEPEYUCIIeHHbIe B ITyHKTax 10
- 13 HacToAIIEr0 TOKYMEHTA U HE MEHEE OAHOMN U3 CIEAYIOIIUX JTONOTHUTEIbHBIX BO3MOXKHOCTEN!

a) co3JlaHuE CrI0CO0OB, MOATOTOBKA M MPOBEACHNUE aTaK C MPUBJICYECHUEM CIEIMAIUCTOB B 001acTH
WCTIONIb30BaHMsl ISl pealn3alud aTaKk HEAOKYMEHTHPOBAHHBIX (HEICKIAPHUPOBAHHBIX) BO3MOXKHOCTEH
cuctemuoro 110;

6) BO3MOKHOCTb pacroiaratb CBEACHUSMH, COJEPKAIUMHUCS B KOHCTPYKTOPCKON JOKYMEHTAIH
Ha anmnaparHble U IPOrpaMMHble KOMITOHEHThI CD;

B) BOBMOXKHOCTB pacrosarate BceMH anmnaparHbiMu kKomrnoHeHtamu CK3U u CO.

15. B poriecce popmMupoBanHusi COBOKYIMTHOCTH MPEATIONIOKEHUN 0 BOBMOXKHOCTSX, KOTOPBIE MOTYT
UCTIONB30BaTbCsl IMPH  CO3AaHUU CHOCOOOB, TOATOTOBKE M TPOBEJCHUM aTaK, JONOJIHUTEIIbHBIC
BO3MOXXHOCTH, HE BXOJSIIME B YUCIIO NEPEUMCIEHHBIX B nyHkrTax 10 - 14 HacTosAmero JOKyMEHTa, He
BIIMAIOT Ha MOPAIOK onpenenenus Tpedyemoro kinacca CK3U.



I1I. CocraB u cofepxaHue OPraHU3allMOHHBIX M TEXHUYECKUX Mep, He00X0AUMBIX IS
BBINIOJIHEHUs ycTaHOBJIeHHBIX [IpaBurenbcTrBom Poceuiickoit @enepanuu TpedOBaHMI K 321U Te
NMEePCOHAJBHBIX JAHHBIX /151 3 YPOBHS 3alIUILEHHOCTH

16. B coorBerctBuu c¢ mnyHktom 14 TpeGoBaHMil K 3aliMTe MNEPCOHAIbHBIX JAaHHBIX IS
obecriedeHus1 3 ypOBHs 3alMIIEHHOCTH MEPCOHANBHBIX JaHHBIX NMPH UX 00paboTKe B MH(POPMALMOHHBIX
CUCTEMax MOMHUMO BBIMOJIHEHUS TPEeOOBAHMM, MPEAYCMOTPEHHBIX ITYHKTOM 5 HACTOSILEro JOKYMEHTa,
HEOOXOIMMO BBINIOJTHEHHE TPeOOBaHMS O Ha3HAYEHUHU JTOJHDKHOCTHOTO JiMla (pabOTHUKA), OTBETCTBEHHOIO
3a obecriedeHre 6e30MacHOCTH ePCOHANIBHBIX JAHHBIX B MH()OPMALlMOHHON CHUCTEME.

17. Ins BeImonHEHUs TpeOOBaHMS, YKa3aHHOTO B IIyHKTe |6 HACTOSIIEro JOKYMEHTa, HeOOXOAUMO
Ha3HauYeHHe O0JIaZjaloIero JOCTaTOYHBIMU HaBbIKAMHU JIOJDKHOCTHOTO Jjuia (paOOTHHKA) oreparopa
OTBETCTBEHHBIM 32 o0ecredeHne 0e30MacHOCTH ePCOHANBHBIX JaHHBIX B HH(OPMALIMOHHOM CUCTEME.

18. Jlnst BbIMONMHEHUS TpeOOBaHUS, YKa3aHHOTO B MOMyHKTe "I MyHKTa 5 HACTOSALIEro JTOKYMEHTA,
HEOOXOMMO BMECTO MEpblI, MPEeAyCMOTPEHHON moamyHkToM "B" myHKTa 9 HacTOAIIEro JOKyMEHTa,
UCIIONB30BaTh g o0ecreueHus TpeOyeMoro YpOBHS 3allUIIEHHOCTH IMEPCOHAJbHBIX JaHHBIX MPH HUX
00paboTke B MH(POPMALIMOHHOM CUCTEME:!

CK3MU kinacca KB u Bblle B citydasx, Korja a1 HHGOPMAIMOHHON CUCTEMbI aKTyajbHbl yTPoO3bl 2
THUIIA;

CK3MU knacca KC1 u Bblle B cinyyasix, Korja Ajii HHPOPMAIIMOHHOW CHUCTEMbI aKTyallbHbI YTPO3bI
3 Tuna.

IV. CocraB u conep:kaHue OPraHU3aUMOHHbIX U TEXHUYECKUX MepP, He00XOAMMBbIX JIJIst
BBINOJIHEHHs ycTaHOBJIeHHbIX [IpaBuTenncTBoM Poccniickoii @enepanun TpedOBaHUIl K 3a1IUTe
MEePCOHAIBbHBIX JAHHBIX JI 2 YPOBHS 3alIUIIEHHOCTH

19. B coorBerctBuUM ¢ mnyHkTOM 15 TpeOGoBaHuil K 3ammure NEPCOHATBHBIX JAHHBIX JUIS
oOecriedyeHus: 2 YpOBHsI 3alUIIEHHOCTH MEPCOHAIbHBIX JTAaHHBIX IPU UX 00paboTKe B MH(DOPMALMOHHBIX
ciucTeMax IIOMHUMO BBINIOJHEHUSI TPeOOBAaHUM, MPEIyCMOTPEHHBIX IyHKTaMu 5 W 16 HacTosIero
JIOKyMEHTa, HE0OXO/IMMO BBITIOJTHEHHE TPEOOBAHMSI O TOM, YTOOBI JOCTYII K COACPIKAHUIO AIICKTPOHHOTO
KypHaia cooOIEeHNI ObLT BO3MOXEH UCKIIOUUTENBHO UIS JOJDKHOCTHBIX JIMIl (PaOOTHHKOB) omeparopa
WIM YIOJIHOMOYEHHOI'O JIMIa, KOTOPhIM CBEACHHUSA, COAEpIKAlllMecs B YKa3aHHOM >XypHaje, HeOOXOIUMBbI
JUIs1 BBITIOJTHEHHUSI CITY>KEOHBIX (TPYIOBBIX) 00S3aHHOCTEH.

20. Jlns BeIMoONHEHUs TpeOOBaHMsI, YKa3aHHOTO B ITyHKTE 19 HACTOSIIEro J0KyMEHTa, HEOOXOAUMO:

a) YTBEPXKICHHE PYKOBOAMTEIEM OIEpaTopa CHMCKA JMIL, [JOMYIIEHHBIX K COJAEPIKAHUIO
3IIEKTPOHHOTO JKypHajia COOOLICHUH, U OAIep >KaHUEe YKa3aHHOTO CITUCKA B aKTyaJ bHOM COCTOSIHHH;

06) obOecrneuenue  WHGPOPMALMOHHOM  CHUCTEMBl  aBTOMATH3MPOBAHHBIMU  CPEICTBAMH,
PErUCTPUPYIOIIMMH 3aIPOChl MOJIb30BaTeeii HHGOPMAIMOHHON CUCTEMBbl Ha MOJY4YEHHE MEePCOHAIBHBIX
JAHHBIX, a TakXke (PaKThl MPEJOCTaBICHUs NEPCOHAIBHBIX JAAHHBIX 1O 3THUM 3alpocaM B JJIEKTPOHHOM
YKypHaJie COOOIICHUH;

B)  oOecrieueHue  MH(POPMALMOHHOM  CHUCTEMBbl  ABTOMATHU3UPOBAHHBIMHU  CPEACTBaMH,
WCKJTIOYAIOIIMMHU JIOCTYI K COJEP’KaHUIO JIEKTPOHHOIO KypHasla COOOIICHUH JIUI], HE YKa3aHHbBIX B
YTBEPKACHHOM PYKOBOJIUTEJIEM OIEPAaTOpa CHMCKE JIML, JOINYIIEHHBIX K COACPKAHHUIO AJIEKTPOHHOIO
JKypHaJia COOOIICHUH;

r) o0ecrieyeHrne NepUOANYECKOT0 KOHTPOIS paboTOCIIOCOOHOCTH YKa3aHHBIX B MOANyHKTax "0" U
"B" HACTOAIIETO MyHKTa aBTOMATU3MUPOBAHHBIX CPEACTB (He pexe 1 pasa B monrosna).

21. JInst BoIONHEHUs TpeOOBaHMS, YKa3aHHOTO B MOTYHKTE "I IMyHKTa 5 HACTOSIIET0 JOKYMEHTa,
HE0oOXOJJUMO BMECTO Mep, MPENYyCMOTPEHHBIX MOANyHKTOM "B" myHKTa 9 WM myHkTom |8 HaAcTOSIIEro
JOKYMEHTA, MCIIOJIb30BaTh Ul oOecreueHus! TpeOyeMOoro ypoBHS 3alIUIIEHHOCTH EPCOHAIBHBIX JaHHBIX
pu ux o0paboTke B MH(GOPMAIIMOHHOH cucTeMe:
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CK3U xiacca KA B cityyasx, korga it ”HGOPMALMOHHOM CUCTEMBI aKTyallbHbI yTpo3bl 1 THIIa;

CK3MU kinacca KB u BbllIe B citydasx, Korja a1 HHGOPMAIMOHHON CUCTEMBbI aKTyajlbHbl yTPoO3bl 2
THUIIA;

CK3MU knacca KC1 u Bblle B cinyyasix, Korja Ajii HHPOPMAIIMOHHOW CHUCTEMbI aKTyallbHbI YTPO3bI
3 tuna.

V. CocraB u conepkaHue OPraHUu3allMOHHBIX M TEXHUYECKHUX MepP, He00X0AUMBbIX 1JIf
BBINOJIHEHHs ycTaHOBJIeHHbIX [IpaBuTeancTBoM Poccniickoii @egepanun TpedOBaHUIl K 3a1IUTe
NEePCOHAJIBHBIX JAHHBIX IJIA 1 YPOBHH 3allIMIICHHOCTH

22. B cootBercTBUM ¢ nyHKTOM 16 TpeboBaHMii K 3alluTe NEPCOHAIBHBIX JAaHHBIX JUIS
oOecrieueHus: | ypoBHSI 3alIMIIEHHOCTH MEPCOHAIbHBIX JTAHHBIX IPU UX 00paboTKe B MH(DOPMALIMOHHBIX
crucTeMax IMOMHUMO BBIMOJIHEHHUSI TPeOOBaHMH, MPENyCMOTPEHHBIX MyHKTamu 5, 16 u 19 Hacrosiero
JIOKyMEHTa, HEOOXOMMO BBITIOJTHEHHUE CIICTYIOITUX TPEOOBaHMIA:

a) aBTOMAaTU4ecKasi pEerucTpanus B AJIEKTPOHHOM KypHase 0e301acHOCTH N3MEHEHUS TOJTHOMOUNI
COTPYJIHHKa oIepaTopa MO JOCTYIy K MEepPCOHAIbHBIM JIaHHBIM, COJEpKaluluMcsi B HWH(GOPMAIMOHHOM
CUCTEME;

0) co3maHMe OTACIBHOTO CTPYKTYPHOTO TOAPA3ACIICHHs, OTBETCTBEHHOTO 3a OOECIeUYeHHE
0€30MacHOCTH MEPCOHAJBHBIX JaHHBIX B HHPOPMAIMOHHON CHCTEME, JIMO0 BO3JIOXKEHUE ero (QyHKIMH Ha
OJTHO U3 CYLIECTBYIOIINX CTPYKTYPHBIX MOAPA3ACICHHIM.

23. Jlns BbIMONHEHHWs TpeOOBaHMS, YKa3aHHOro B ToxanyHkre "a" myHkTa 22 HacCTOSILEro
JIOKyMEHTa, HEOOXOUMO:

a) obecrieueHre HHPOPMALMOHHONW CUCTEMbI aBTOMATU3UPOBAHHBIMH CPECTBAMH, MTO3BOJISIOLIMMU
aBTOMAaTUYECKU PErUCTPUPOBaTh B DIEKTPOHHOM JKypHajie O€30MacHOCTH H3MEHEHMsI MOJIHOMOYHIA
COTpYAHMKA oOIleparopa IO JOCTYHY K IEPCOHAIbHBIM JAaHHBIM, COAEP)KAIIMMCS B MH(POPMAITMOHHON
CUCTEME;

0) oTpakeHHE B 3JEKTPOHHOM >XypHasle 0€30MacHOCTH IOJHOMOYHUI COTPYIHHUKOB OIeparopa
MEePCOHANbHBIX JAHHBIX IO JOCTYNYy K MEPCOHAJIBHBIM JaHHBIM, COAEpKAaIIUMCS B WH(POPMAIMOHHOM
cucreMe. YKa3zaHHbIC MMOJTHOMOYHMS JOJIKHBI COOTBETCTBOBATH JIOJDKHOCTHBIM OOSI3aHHOCTSIM COTPYIHHKOB
oreparopa;

B) Ha3HAYCHHE OIEpPaToOpoM JIUIA, OTBETCTBEHHOIO 3a MEPUOJUYECKUN KOHTPOJIb BEACHHS
AIIEKTPOHHOTO JKypHajia 0e30MacHOCTH W COOTBETCTBHSI OTPA’KEHHBIX B HEM IOJIHOMOYMI COTPYIHHUKOB
oreparopa ux JOKHOCTHBIM 00si3aHHOCTSIM (He peke |1 pasza B mMecsn).

24. Jlns BBINONHEHUS TpeOOBaHUSA, YKa3aHHOTO B rojnyHkre "0" myHkTa 22 HaCTOSILEro
JOKYMEHTa, He00X0TUMO:

a) IPOBECTH aHAJIM3 LEIeCOOOPa3HOCTH CO3/1aHUS OTAEIBHOIO CTPYKTYPHOTO MOApa3JeIeHHUs,
OTBETCTBEHHOTO 3a o0ecreueHne 0e30MacHOCTH MEPCOHANIBHBIX IaHHBIX B MHPOPMALIMOHHON CUCTEME;

0) co3marh OTACIBHOE CTPYKTypHOE TMOApa3/eliecHue, OTBETCTBEHHOE 3a O00ECIeUYCHHE
0€30MacCHOCTH NMEPCOHAIBHBIX JAHHBIX B MH(POPMALMOHHONW cHCTeMe, JHO0O0 BO3JIOXKHUTH €ro (yHKUUU Ha
OJTHO U3 CYLIECTBYIOIINX CTPYKTYPHBIX MOJAPA3ACICHHIM.

25. JIns BbIonHeHUs TpeOOBaHMs, YKa3aHHOTO B MO/ITYHKTE "a" IMyHKTa 5 HACTOSIIETr0 JOKYMEHTa,
Ut o0ecriedeHust | ypoBHS 3alIUIIIEHHOCTH HEOOXOIUMO:

a) obopynoBarb okHa llomemieHuid, pacroioXeHHbIe HAa HEPBbIX W (MIM) MOCIEAHHUX 3Taxax
3naHuil, a Takke okHa [lomermieHui, HaxoAsIIMecs OKOJIO MOXApPHBIX JECTHUIl U APYTUX MECT, OTKy/Aa
BO3MOJKHO TNIpOHMKHOBEHHE B [lomelleHuss NOCTOPOHHUX JIMI, METAUIMYECKUMM PpELIETKaMU WIH
CTaBHSIMM,  OXpaHHOW  CHUTHajlu3aluMed  WIM  JAPYTUMH  CPEACTBAMM,  HPENATCTBYIOIIMMHU
HEKOHTPOJIUPYEMOMY ITPOHUKHOBEHUIO IOCTOPOHHUX JIUI] B [IOMEILIEHUS;
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6) obopynoBarh OKHa U ABepH llomemnieHuid, B KOTOPHIX pa3MeLIeHbI cepBepbl MHPOPMALMOHHON
CUCTEMbI, META/NIMYECKUMHU pelIeTKaM{, OXPAaHHOM CHUTHalu3alued Wi JAPYyTMMHU CpeliCTBaMH,
IPEMSITCTBYIOIIMMH HEKOHTPOJIUPYEMOMY IIPOHUKHOBEHHUIO IOCTOPOHHUX JIUL] B TIOMELICHHUS.

26. Jlns BbINONHEHUS TPEOOBaHUS, YKa3aHHOTO B MO/IyHKTE "I IMyHKTa 5 HACTOSALIEro JOKYMEHTa,
HEOOX0IMMO BMECTO Mep, MPENyCMOTPEHHBIX MoAmyHKTOM "B" myHkTa 9, mynkramu 18 u 21 HacTosero
JOKYMEHTA, UCTOIb30BaTh JIJIsl o0ecrieueHrs TpedyeMoro ypoBHs 3allUIIEHHOCTH TEPCOHAIBHBIX JaHHBIX
npu ux o0paboTKe B MH(GOPMALIMOHHON CUCTEME:

CK3MU knacca KA B cityudasx, koraa 1uist ”HQOpPMallMOHHON CUCTEMBI aKTyallbHbI YIpo3bl 1 THMa;

CK3U xnacca KB u BbIlIe B ciaydasix, Koraa it MHPOPMALMOHHONW CUCTEMBI aKTyaJIbHBI YIPO3bI 2
THUIIA.

* Cobpanmue 3akoHOoAarenbcTBa Poccuiickoit @enepanuu, 2012, N 45, 6257.

** K srtanam xusHeHHoro mukia CK3U ortHocsTcs paspaborka (MOAEpHHU3AIMS) YKa3aHHBIX
CpEe/CTB, WX IMPOU3BOJICTBO, XpaHEHHWE, TPAHCIOPTUPOBKA, BBOJ B AKCIUTyaTalMIO (ITyCKOHAJAIOYHBIE
paboThI), FKCIUTyaTaIusl.

k% I'paHmIiedl KOHTPOJIUPYEMOW 30HBI MOTYT OBITH TEPUMETP OXpaHSEMOH TEPPUTOPUU
npeanpusaTus (YUpexJIeHHs), OTpa)kKAalol[e KOHCTPYKIMHM OXPaHSIEMOro 3[aHus, OXpaHAEeMON YacTu
37IaHHS, BBIJCIIEHHOTO IIOMEIICHHUSI.



